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ABSTRACT

The development of Generative Adversarial Networks (GANs) for generating realistic deepfake
content through artificial intelligence brings a complex task to authenticate deepfake images. The
spread of deepfakes leads to widespread distrust among people while simultancously hurting
both personal and community-based reputations through deceptive information distribution.
This paper aims to develop an optimised deep learning model based on the EfficientNetV2-B1
architecture designed specifically for binary image classification of distinguishing real or fake.
The proposed method has been implemented on the extensive 140k Real and Fake faces dataset

from Kaggle. As other existing detection and
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classification approaches rely heavily on pre-
trained models and a limited dataset, our model
delivers compelling performance through a
customised training methodology. As a result,
the model was able to achieve 99.91% training
and 98.76% testing accuracy coupled with
the precision, recall and Fl-score at 99.28%,
98.43%, 98% respectively. Furthermore, the
model's performance is compared to the current
techniques to show its reliability. The model's
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predictions are also interpreted using XAl visualisations, providing explainable insights into the
areas of an image that contribute to its classification as either real or fake.

Keywords: Al security, computer vision, deepfake detection, efficientNetV2-B1, image forensics, peaceful

society, social safety, social security

INTRODUCTION

Deepfake technology has quickly advanced to generate realistic, high-resolution media
displaying individuals making false statements and acting in ways that do not truly exist.
This is quite threatening to the privacy and safety of a human being. A sampling of a movie
star could be produced to make it appear as if they are endorsing a brand or making offensive
comments (Kim & Cho, 2021). Their lives can be disrupted because of how damaging this
could be to their reputation, career, and overall credibility. Beyond the safety threat, deepfakes
can be weaponised against individuals to disclose sensitive and private information, or worse,
persuade someone into malicious acts. The rapid and relentless advancement of deepfake
technology compels individuals and organisations to be hyper-vigilant and implement
layers of security for any potential concerns associated with deepfake-related issues
(Kosarkar et al., 2023). One of the key components in effective detection and classification
practices related to this issue requires advanced deep learning methods (Ein et al., 2022)
to counter generative Al methods implemented by GANs (Goodfellow et al., 2014), which
acknowledges why this is a critical issue to address. Accurate classifications are among
the most important considerations for deepfake detection and classification (Krueger et al.,
2023), whether that's accurately classifying potential malignant cells in neuroimaging data
or identifying directly fraudulent financial transactions.

These advanced methods anticipate and neutralise potential risks, while at the same
time improving overall security measures. Without advanced detection and classification
tools, subjects would be more vulnerable to scams, hacking, and possibly misdiagnosed
conditions in healthcare settings. Investing in the latest technologies and consistently
upgrading detection systems allows individuals to be one step ahead of risks and ultimately
make it a safer environment for everyone (Kumar et al., 2023).

Rapid releases of deepfakes are abusing people’s right to privacy and causing irreparable
harm to their reputations. As shown in Figure 1, the face of German-born seven-time Mr
Olympia & Hollywood actor "Arnold Alois Schwarzenegger" (Right) is overlaid on the
previous actor "Clint Eastwood" (Left) from the Dirty Harry movie series, all created by
using a DeepFaceLab tool. This makes it hard to decipher for most audience members
which photo was the original and which image was the deepfake variant.

Deepfakes are such a trend now that they are being created in rapid succession and
making headlines, even today, constantly abusing people’s privacy and causing damage to
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their reputation. In 2025, just before the Mahakumbh festival (the world's largest cultural
and spiritual gathering that only takes place every 144 years in India), pictures of World
Wrestling Entertainment (WWE) wrestlers with fake backgrounds have been disseminated,
e.g., in Figure 2.

False scenarios of the Indian actor and comedian, Brahmanandam, and popular
wrestlers like John Cena, Brock Lesnar, and Roman Reigns being created and depicted
in Al-generated photos and videos on social media are leading to misinformation and
bewilderment among fans as well as the public. The distribution of these Al-generated
deepfakes reminds us of the moral quandaries that come with very advanced technologies.
These image forgery cases are a glaring example of the need to be digitally literate and
cautious when dealing with online content.

Figure 1. Deepfake example: Original image (left) and fake image (right)
Note. Adapted from YouTube (https://www.youtube.com/watch?v=i42HGtt5fao)

Figure 2. Viral Al-generated photos of well-known celebrities from DFRAC: John Cena and Brock Lesnar
(left), Brahmanandam and Roman Reigns (right)
Note. Adapted from DFRAC (https://www.dfrac.org)
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Motivation

Deepfakes hold potential terrorist threats to the truthfulness of information and could
potentially sway public opinion to influence political vectors or even defame persons
by way of fake materials. Keeping both society as a whole and individuals safe from the
negative consequences of deepfake technology is indeed a tough mission.

The CNN model, which has been proposed in this study, proves reliable for image-
related binary classification problems. It keeps its best accuracy even in practical
computer vision applications like image categorisation, no matter how small its footprint
is. Consequently, it can be the first step in tackling the problem of deepfake identification
from various sources. As the deepfake creation process keeps on improving, the deepfake
detection system that needs to be robust will also have to undergo the adaptation process.

Main Contributions

The research paper's main contributions are as follows:

*  Architectural Innovation: The development of a customised and computationally
efficient deep learning architecture for deepfake image detection by integrating custom
convolutional blocks into the EfficientNetV2-B1 backbone. The research is utilised
to replace the standard EfficientNet classification top with a custom head specifically
designed to improve the model’s ability to capture subtle features of a face image.

*  Demonstrated real or fake Image Classification through XAI: The research presented
in this study involves Explainable Al (XAI) using Gradient-weighted Class Activation
Mapping (Grad-CAM). It allows the visual identification of regions within the face
image, which greatly impacts the prediction of the model.

»  This research follows a novel training approach for the proposed model. The core
function of this approach is the synergistic employment of the Adamax optimiser
with a custom ‘Ir_ask’ callback function to adjust the learning rate dynamically. The
regularisation strategy used in the study combined Global Max Pooling with specific
L1/L2 regularisers and a dropout rate of 0.4 to improve model performance. This new
approach results in a demonstrable and optimal balance between high accuracy and
computational efficiency capable of running on moderate GPUs.

* The comparative efficiency analysis highlights key metrics performance such as
Precision, Recall, and F1-Score. It also compares the proposed model with related
research works to show the model’s suitability for deployment on resource-limited
devices, which is a critical factor for practical applications.

The rest of the research paper’s framework includes a detailed examination of existing
literature in the ‘Literature Review’ section, which provides an overview of various

deepfake detection techniques and relevant studies. The paper provides detailed information
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about the proposed model’s structural details with the dataset used in the section ‘Materials
and Methods’. Section ‘Results and Discussion’ presents the performance results of the
proposed EfficientNetV2B1 model. The study summarises its main results in the conclusion
and proposes potential avenues for additional research in future studies.

LITERATURE REVIEW

The identification of manipulated media that includes synthetic images and videos
created by Al calls for the detection and classification of deepfakes to be done accurately.
Conventional methods allowed the processing of manually created features from photos
or video movements. The fake video shows that there are detailed inconsistencies in the
movement, the textures, and the facial features (Abu-Ein, 2022; Li et al., 2020).

Image-Based CNNs, for instance, are largely used for the purposes of deepfake
detection and image classification, besides being engaged to solve the irregularities in
movements (Zhang et al., 2022), textures (Sharma et al., 2022), and facial landmarks
(Wen & Xu, 2019). At the same time, the CNN model can detect the signs of an anomaly,
for instance, the inconsistent expressions or the unusual textures that are a result of the
deepfake process. It is possible to reconfigure this model for video deepfake, where it looks
for temporal differences between several frames (Dhar et al. 2021).

Tolosana et al. (2020) have noted the success of pre-trained autoencoders in the task of
copying a group of images and comparing the copied data to a reconstructed image made by
a trained model. If the reconstructed image differs from the original, it may be a modified
one. The approach, by and large, is the identification of low-level artefacts in deepfakes.

The methods created by Goodfellow et al. (2020) leveraged the technology of GANSs to
fabricate and, at the same time, detect deepfakes. To improve the generalisation for detecting
adversarially created fakes, these methods make use of a trained discriminator, referred
to as ‘D’ in the GAN architecture and a generator ‘G’ to create images for distinguishing
between artificially generated and authentic ones. Besides that, adversarial training is also
used to amplify the performance, which means that in the training process of the model,
a photo or video with substantially altered input designed to trick the model into giving
incorrect results is included. This, therefore, increases the model's capability of detecting
deepfakes and makes it tougher for different types of manipulation of the model.

One of the main products of this development was the creation of the Vision
Transformer (ViT) model by Indigo's Enseign Meetier Lesche Infantilien lab (2024), which
offers different ViT models for the detection of state-forensic crimes. Vision Transformers
can identify even very small changes in the image or failures since they can represent an
image's total information. Along with transfer learning, the models rely on pre-trained
models on the deepfake datasets, a feature that has proven to be very useful in the domain
of deepfake images.
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Liang et al. (2023) decided to employ ensemble methods to improve the accuracy of
detection. Thus, they merged the predictions of several models, including CNNs, RNNs,
and ViTs, to get one final prediction. Ensemble methods combine a multitude of techniques
(Suratkar et al., 2023) that blend the different strengths of each and, as a result, get a more

effective measure against deepfakes, particularly when a wide range of manipulations is

used. The effectiveness of these techniques is not constant but rather changes depending on

the type of deepfake and the context. The main success is generally when the combinations

of multiple methods are used, which allows for more robust protection in the face of the

targeted characteristics that keep on evolving (Fatoni et al., 2025). The literature review in

Table 1 gives a detailed overview of the different approaches that have been implemented,

along with the description of their methodology, advantages, and drawbacks.

Table 1

Summary of deepfake detection methods

Methodology

Approach

Strengths

Limitations

Physical Face
Feature Extraction

Facial Appearance
Attribute-based
CNNs

Autoencoder-based
Detection

GAN
Discriminator-based
Detection

Vision
Transformers (ViTs)

Recognises anomalies in
movement, textures, and
facial features (Zhang et
al., 2022).

Operates convolutional
layers to spot artefacts
such as inconsistent
expressions or unusual
textures (Dhar et al.,
2021).

Assesses original and
restructured face images
to identify discrepancies
(Tolosana et al., 2020).

Uses GAN discriminators
to differentiate between
real and artificial content
(Goodfellow et al.,
2020).

Encodes global image
information and draws
on transfer learning on
pre-trained deepfake
datasets (Wang et al.,
2024).

Effective for specific
visual inconsistencies in
manual manipulations.

Robust performance
in image classification
identifies spatial
anomalies.

Identifies low-level
anomalies; focuses
on reconstruction
inaccuracies.

Generalises well to
adversarial content;
resilient against wide
manipulation.

Effective at identifying
minor artefacts; excels at
global representation of
face features.

Controlled scalability;
not effective against
sophisticated Al-created
deepfakes.

Does not verify temporal
information; requires
extensive datasets.

Performance depends
heavily on model size
and the quality of the
dataset.

Computationally
intensive; requires
hyperparameter tuning
& a less-used detection
approach.

Computationally
demanding; needs
adjustment for specific
datasets.

Ensemble Combines CNNs, RNNs, Aggregates powers Increased complexity
Techniques and ViTs for improved of different models; and computational
precision (Liang et al., resistant to varied needs require thorough
2023; Suratkar et al., manipulations. integration.
2023).
1708 Pertanika J. Sci. & Technol. 34 (3): 1703 - 1725 (2026)



Enhanced Deepfake Image Classification Using Deep Learning

The application of deep learning over image data has become a foundational element of
modern cyber forensic investigations, providing robust frameworks for identifying digital
anomalies (Awasthi et al., 2023). As the complexity of manipulations scales from static
images to continuous video streams, recent 2026 breakthroughs emphasise spatiotemporal
deep learning architectures such as 3DCNNs, 3DResNets, and Variational Autoencoders
(VAESs) to facilitate real-time video-based deepfake detection (Agrawal et al., 2026).
Concurrently, across broader computer vision domains, there is a pronounced shift towards
highly optimised, lightweight image recognition models. Techniques such as architectural
pruning and attention mechanisms have been successfully deployed in lightweight models
like ILN-YOLOVS to drastically reduce computational overhead while maintaining
high precision (Zhou et al., 2025). These parallel advancements in cyber forensics and
lightweight architectural design strongly reinforce the necessity of parameter-efficient
models capable of rapid, accurate inference in resource-constrained environments.

While existing methods like ensemble models and Vision Transformers achieve high
detection accuracy, they suffer from significant limitations. Large backbones like VGG19
and ResNet50 have millions of parameters and require substantial GFLOPs, making them
unsuitable for mobile or real-time deployment, resulting in high computational cost. Other
limitation includes models overfitting to specific artefacts in the training set.

This research addresses these gaps by proposing a lightweight EfficientNetV2-B1
architecture. Unlike existing heavy models, the proposed approach prioritises a low
parameter count (~8.2M) and computational efficiency (<1.0 GFLOPs) without sacrificing
accuracy, specifically targeting resource-constrained environments.

MATERIALS AND METHODS

The aimed methodology for the study is illustrated in the flow diagram shown in Figure 3.
The pipeline begins with an initial pre-processing phase, where the input facial images
undergo resizing and augmentation to ensure consistency. Following this, the processed
images are fed into the EfficientNet-based model architecture for feature extraction and
analysis. Finally, the network outputs a binary image classification, determining whether
the given input is a real or fake image.

Figure 4 illustrates the input layer, which accepts 150x150 pixel face images and
undertakes image normalisation to proceed with feature extraction. The proposed
methodology imposes an EfficientNetV2-B1-based architecture to detect deepfake images,
taking advantage of its efficient convolutional layers and inverted residual blocks to extract
detailed spatial features from input images.

The Fully Connected Layer is accountable for computing the final classification scores.
This layer generates the scores that inform decision-making. The Output Layer utilises these
scores to produce the ultimate prediction, categorising the input image as either authentic
or a forgery, with the fake one being termed as such.
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Figure 3. Proposed methodology
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Figure 4. Stages of model implementation

Rationale for Using EfficientNet in Deepfake Detection

Both EfficientDet (Tan et al., 2020) and EfficientNet (Tan et al., 2019a) are strong neural
network architectures; nevertheless, they have been designed to handle different issues.
EfficientNet is a deep learning model that is mostly used in image classification tasks.
It achieves this by effectively scaling model dimensions — depth, width, and resolution,
using compound scaling and MBConv blocks, thereby bringing about higher accuracy and
efficiency of image-level prediction tasks.

The main difference with EfficientDet is that the latter is a combination of EfficientNet
as a backbone architecture with a Bi-directional Feature Pyramid Network (BiFPN) and
uses this fusion for multi-scale features merging. This merges the features at different scales
to allow accurate localisation and detection of objects; thus, it is a network designed for
object detection & segmentation tasks. The training of EfficientNet from scratch on a big,
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diverse dataset is easy, and the model converges quickly. Besides, pre-trained EfficientNet
models on large datasets, such as ImageNet, provide a lever in transfer learning; thus,
there is a faster convergence rate and an increased generalisation capability. The design
of the model's balanced complexity is such that it avoids the problem of overfitting while
it is doing so effectively on a dataset that has both real and fake images. EfficientNet is
top among the choices for the deepfake detection task, and the rationale of this is that it is
very accurate, it brings about efficient feature extraction, and the image classification task
requirements are met through it.

EfficientNetV2-B1 Base Architecture

The EfficientNetV2 B1 model (Tan et al., 2021), one of the EfficientNetV2 family of
architectures, is the basic network utilised for the work of feature extraction. The design
is essentially made up of several layers of convolutions and inverted residual blocks,
which allow it to capture the hierarchies of spatial and even the finest features in the input
images. It is the combination of convolutional and pooling layers that has been shown
in the standard architecture structure in Figure 5(a). Compared to the more complicated
designs, this base model is a light, advanced deep learning architecture with 8.2 million
parameters, which is aimed at lessening the complexity on relatively large datasets and
is still computationally feasible for low-resource environments, such as a device with
moderate GPU capabilities. Table 2 gives a summary of all the parameters and their values
used in the proposed model categorically.

The design features multiple layers of convolutions, which are supplemented by such
operations as Fused-MBConv (Tan et al., 2019b) for quicker execution and lower memory
usage, that basically ‘pull’ complex spatial and hierarchical features from the input images.
The fundamental measures include a first convolutional layer that is highly efficient in
processing the input image. In these layers, the breakdown of standard convolution into

MBConv /
% Fused-
MBConv

Fully

Input Image
Connected
Layer

(Height,
Width, 3)

[\E\ Output Layer J
A

E“g . In.uvlgc.
Classification

~
E Rescaling [0,
255] — Float

(]/ Convolutional
O Blocks

Figure 5(a). Standard structure of EfficientNetV2-B1 base model

Global

@ Pooling

Layer
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depthwise and pointwise convolution results in
substantial efficiency loss while the complexity

of features is still maintained. (150x 150 x3)

The suggested technique takes full
. EfficientNetV2-B1 Backbone (Feature Extractor)
advantage Of EmClentNetvz_B 1 features to Pre-trained ImageNet Weights & Standard Architecture
build an accurate and computationally efficient 1
. Novel Custom Classification Head
deepfake detection model. Once the model (Proposed Novel Componens)

: 3 Global Max Pooling 2D
accepts the hyperparametersﬂ lt aChleVCS the Captures high-fre:uaencyaani‘f’;tsEnd spatial maxima
highest accuracy of distinguishing real and l
fake images by employing a mixture of multi- e ety

[lomentum: 0. tabilise trammg
scale features and advanced convolution blocks l
for Capturing Subtle patterns- The mOdel is Fully Connected Dense Layer (256 Units, ReLU Activation)|
. . ¢ . . L1 Regularisation: 0.006 | L2 Regularisation: 0.016
equipped with ‘categorical crossentropy’ loss, l

optimised with ‘Adamax’ optimiser, further

Dropout Layer (Rate: 0.4)
Prevents Overfitting

}

Output Layer (Softmax Activation)
2 Classes: Real & Fake

upgraded with ‘Ir_ask’ callback function and

data augmentation for better generalisation and

higher accuracy.
In Figure 5(b), the standard !
EfficientNetV2-B1 backbone extracts features, RealorFake Clasiiation
which are then processed by the custom
classification head utilising GAP, L1/L2

regularisation, and aggressive Dropout (0.4) Figure 5(b). Detailed architecture of the proposed
to enhance deepfake image detection. model

Table 2
Summary of hyperparameters and values

Category Parameters Value
Input and Architecture Image Size 150 x 150
Specifications Base Model EfficientNetV2-B1
Pooling Strategy Global Max Pooling
Trainable Layers All layers (base_model.trainable=True)
Batch Normalisation Momentum: 0.99 Epsilon: 0.001
Custom Dense Layer 256 Units

Dense Layer Activation ~ ReLU
Output Layer Activation ~ Softmax

Regularisation Techniques  Kernel Regulariser L2 (1=0.016)
Activity Regulariser L1 (1=0.006)
Bias Regulariser L1 (1=0.0006)
Dropout Rate 0.4 (Seed: 123)
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Table 2 (continued)
Category Parameters Value

Training and Optimisation  Batch Size 20

Parameters Number of Epochs 15
Optimiser Adamax
Learning Rate (Ir) User-defined in a function parameter
Loss Function Categorical Cross-Entropy
Metrics Accuracy, Precision, Recall, F1- Score
Callback: LR_ASK Dwell: True, Factor: 0.4

Experimental Setup

The model was trained, tested, and evaluated using TensorFlow and Keras in Python on a
PC equipped with an Intel Core 17 processor. The research utilised an NVIDIA GeForce
RTX 3060 graphics processing unit equipped with 16 gigabytes of random-access memory.

Dataset Information

The 140k Real and Fake Faces Kaggle dataset by Tunguz (2019), which consists of
140,000 images, has been utilised in the study. Of these, 70,000 real expressions were
created by NVIDIA's Flickr-Faces-HQ (FFHQ) by Rougetet (2019), and their corresponding
fake expressions were created by StyleGAN from 1 million FAKE faces by Tunguz (2020).
Various machine and deep learning models can be effectively trained on the look of real
human faces using photos from the dataset, as depicted in Figure 6.

This dataset was chosen for the study because it includes a variety of subsets and three
well-balanced core components: test, validation, and training sets. This makes it easier to
construct and manage deep learning models in an organised manner, which can then be
improved with new raw data. Researchers can use the dataset's CSV files, which include
related metadata and annotations, for further study.

Figure 6. Real and fake image samples from the chosen dataset
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In Figure 7, the bar chart illustrates the allocation of images by label in the training
dataset, utilising 10,000 images for both 'fake' and 'real' categories, each in equal quantities.

Distribution of Images per Class in the Training Set
10000

8000

S [22]
o o
o o
o o

Number of Samples
S
8

©
2

Dataset Classes

Q
X
&

Figure 7. Balanced distribution of images in Training Set

Evaluation Metrics

The study measures model performance across various evaluation metrics, namely accuracy,
recall, precision, F1 score, true positive rate (TPR), and false positive rate (FPR), after
model selection and tuning.

Accuracy is defined as the number of correctly predicted instances divided by the
total number of instances, as mathematically expressed in Equation 1 (Ahmed et al., 2020;
Baldi et al., 2000).

TP + TN
TP + TN + FP + FN [

Accuracy =

where TP means the number of true positives, TN is the number of true negatives,
FP represents the number of false positives, and FN shows the number of false negatives.

Precision is described as the proportion of correct positive predictions to the total
number of actual positive and negative cases, as mathematically expressed in Equation 2
(Iheanacho et al., 2021).

Precision = TP 2]
recision =z
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Recall is defined as the proportion of actual positives that are correctly identified,
calculated by dividing true positives by the total number of positives Equation 3. High
recall is particularly crucial in deepfake detection, as failing to identify a synthetic image
can lead to the unchecked spread of misinformation (Martin & Stevens, 2023).

Recall = — [3]
A =TP + FN

F1 Score: The F1 score is referred to as the balanced F score due to its properties that
show it as the harmonic mean of precision and recall, hence suitable for an imbalanced
class Equation 4, Davis & Goadrich, 2006).

F1S _ 2 = Precision * Recall (4]
O = P ecision + Recall

RESULTS AND DISCUSSION
Model Loss, Accuracy and F1-score at Various Training Stages

Throughout all epochs, the model showed outstanding training accuracy with minimal
loss, as shown in Figure 8(a), 8(b), and 8(c). The model achieved a benchmark validation
accuracy persistently exceeding 98.12%. The maximum validation accuracy reached was
98.76% at Epoch 11. Slight variations in validation loss and accuracy seen in later epoch
stages indicate that the model was nearing its maximum optimal performance threshold.

Training and Validation Results

Table 3, summarises the training and validation results from Epoch 1 to Epoch 15. These
results are based on the training process of the model for the deepfake detection task. For
each epoch, metrics such as Training Loss, Training Accuracy, Validation Loss, Validation
Accuracy, Validation Loss Improvement, Learning Rate, Next Learning Rate, and Duration
in Seconds are given. By the basics of training, the model exhibited very good results
in accuracy and loss decrement. Training for the first epoch, the model had a very high
training loss of 3.0211 and achieved a training accuracy of 83.65%. Besides, the validation
loss was 1.0067, which yielded a validation accuracy of 93.84%. A combined L1 (Lasso)
and L2 (Ridge) regularisation strategy (0.006/0.016) has been employed specifically
to prevent the model from overfitting to high-frequency noise artefacts common in
GAN-generated images.
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Training and Validation Loss Training and Validation Accuracy

= Training loss 1.00
= Validation loss
@ best epoch= 11

3.0

25
0.96

20

Loss
b
Accuracy

@5 0.86
= Training Accuracy
0.84 —— Validation Accuracy
0.0 @ best epoch= 11
2 < 6 8 10 12 14 2 a 6 8 10 12 14
Epochs Epochs

Figure 8(a). Proposed model training and validation Figure 8(b). Proposed model training and validation
Loss over Epochs Accuracy over Epochs

Training and Validation F1 score

o
8 o092
3
e
0.90
0.88
0.86
m—  Training F1 score
0.84 m— \/alidation F1 score
@ best epoch= 11
2 4 6 8 10 12 14

Epochs

Figure 8(c). Proposed model training and validation F1-score over Epochs

The learning rate was kept at 0.001 for the first six epochs, which led to a gradual
improvement of the model's performance. This trend was mainly due to the model's
gradual improvement in performance until the 6th epoch, whereby it gained a training
accuracy of 99.02% and a validation accuracy of 98.12%. With the start of Epoch 7, the
changes in the validation loss became more pronounced and thus the loss curve started
fluctuating. This sign indicated that the model was close to the point of convergence.
To make the training process more stable, the training rate was lowered to 0.0004. The
training accuracy rates of the model were extremely high from Epoch 11 onwards, no less
than 99.88%, while only small variations were noticed in validation loss and accuracy
values. The validation loss seemed to be stabilising at around 98.66% to 98.76%,
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suggesting that the model was not significantly overfitting within the 15 training epochs
and was thus effectively generalising.

By employing pre-trained weights from ImageNet and fine-tuning all its layers, the
model manages to reveal the subtle features of fake images that are typically missed by
less intricate neural networks.

Table 3
Summary of EfficientNetV2-B1 model training and validation results

Epoch  Train Loss Train Valid Loss Valid V_Loss % Improvement
No. Accuracy Accuracy
1 3.0211 83.65 1.0067 93.84 0.0
2 0.5706 94.13 0.2898 96.33 71.21
3 0.2314 96.54 0.1705 97.36 41.17
4 0.1625 97.56 0.1431 97.58 16.08
5 0.1223 98.5 0.1095 98.37 235
6 0.0981 99.02 0.1093 98.12 0.14
7 0.0816 99.29 0.1142 97.95 -4.44
8 0.0723 99.61 0.0969 98.37 11.31
9 0.0635 99.67 0.0831 98.63 14.25
10 0.0565 99.8 0.0883 98.44 -6.23
11 0.0546 99.91 0.078 98.76 6.13
12 0.0526 99.93 0.0804 98.69 -3.07
13 0.0533 99.88 0.0798 98.66 -2.3
14 0.0523 99.92 0.0793 98.69 -1.57
15 0.0529 99.91 0.0792 98.7 -1.45

Note. The text in bold signifies the best results

Confusion Matrix Analysis

The efficiency of the model is thoroughly assessed using a detailed confusion matrix analysis,
as shown in Figure 9, which offers insights into its precision and recall for both classes.

The machine successfully identified 9843 images as true and 9929 as false, so it is
safe to say that it performed well. 71 counterfeit images were identified as true ones, while
157 authentic images were mislabeled as false. The model represents a high level of
accuracy, with the largest number of true positives and true negatives supporting this.
Besides, the study found 228 errors in 20000 tests, leading to an accuracy of 98.76 and an
F1 score of 98.86 as depicted in Figure 10.

Pertanika J. Sci. & Technol. 34 (3): 1703 - 1725 (2026) 1717



Debasish Samal, Dimple Nagpal, Prateek Agrawal, Vishu Madaan, Chhavi Sharma, and Wou Onn Choo

Fake Predicted hedl

Figure 9. Confusion matrix of the EfficientNetV2-B1 model
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Figure 10. Classification errors occurred on Test Set by Class

Studies of the misclassification of the test dataset revealed that misclassification of
real and fake samples is the main source of differences in the error rate of classification.
The model tended to mistake genuine images for counterfeit the most, and about 160 were
mislabelled, while only around 70 were imposter cases. The low false positives and false
negatives rates pinpoint that the model is effective in reducing misclassification errors.

The confusion matrix values were used for determining the evaluation metrics of the
classification model - precision, recall, and F1-score. The model was characterised by a
precision of 99.28%, which means that the greatest share of the images labelled as real
actually belong to the real class. The model obtained a recall of 98.43%, thus it was able
to find true-positive examples among all real-world instances. The F1-score, computed as
the harmonic mean of precision and recall, was 98.86%, which indicated a fair compromise
between precision and recall. The combined use of these metrics gives us the conclusion
that the model is a very effective instrument for separating real from artificial, with a
minimal rate of misclassification.

The exceptional accuracy (98.76%) and F1-score (98.86%) achieved by the proposed
model can be directly attributed to the architectural synergy between the EfficientNetV2-B1
backbone and the customised classification head. The high precision and recall are driven
by the backbone's compound scaling, which efficiently captures both low-level textural
anomalies and higher-level structural inconsistencies typical of GAN-generated faces.
Furthermore, the robust performance is heavily influenced by the aggressive regularisation
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strategy implemented. By applying Global Max Pooling in conjunction with combined
L1/L2 regularisers and a steep Dropout rate (0.4), the network was explicitly penalised
for memorising dataset-specific biases. This forced the model to learn generalised,
high-frequency forgery artefacts rather than overfitting to the balanced properties of the
140k dataset, resulting in highly balanced predictive capabilities across both classes.

Comparative Study with Existing Models

Unlike previous research, which often relies on limited feature analysis and model tuning,
the research offers a thorough analysis of how certain characteristics make predictions due
to the efficient training with customised hyperparameter tuning. This study compares the
proposed model's specifications along with the obtained test accuracy to previous research,
demonstrating that the custom CNN model achieves higher performance in detecting
deepfakes than other models.

The paper compares its approach to three existing deep learning-based methods, as
described in Table 4. Sobowale et al. (2024) used VGG19 and ResNet50 models and
achieved accuracy rates of 91.59% and 96.61%, respectively. Vaishnavi et al. (2024)
achieved a 94% accuracy when utilising DenseNet121. Sharma et al. (2022) achieved
test accuracy rates of 95.85%, 93.98%, and 86.63% using their custom CNN, ResNet50,
and VGG16 models.

Table 4
Comparison of proposed model with previous deepfake detection models

Author Model Dataset Accuracy Parameter FLOPS (G)
(in %) Count (M)

(Sobowale et al., 2024) VGG 19 140K 91.59 25.6 4.1
(Sobowale et al., 2024)  ResNet50 140K 96.61 25.58 4.09
(Vaishnavi et al., 2024) DenseNet121 140K 94 9.4 3
(Sharma et al., 2022) VGG 16 140K 86.63 138 153
(Sharma et al., 2022) ResNet50 140k 93.98 23 4.09
(Sharma et al., 2022) CNN 140k 95.85 11.99 2
(Tan et al., 2019a) EfficientNetB0 RVF10K 80.30 ~5.3 ~0.39
(Dosovitskiy, 2020) ViT-B/16 RVF10K 88.70 ~86 ~17.5
(Kim, 2025) Swin Transformer RVF10K 91.20 ~28 ~4.5
(Samal et al., 2025) ResNet50V2 RVF10K 91.95 25.66 ~4.1
(Kumar, 2024) PVIiT 140K 91.92 ~86 ~17.5
Proposed Model EfficientNetV2-B1 140K 98.76 ~8.2 <1.0

Note. The dashes indicate metrics that were not uniformly reported in the original cited studies. Parameter
counts and FLOPs for standard external baselines are based on approximate standard architectural values for
224x224 and 150%150 input resolutions
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The major benefit of the proposed model, which is based on EfficientNetV2-B1, lies
in its enhanced performance, innovative lightweight architectural structure, and detailed
training procedure when compared to current deepfake detection methods. In contrast to
conventional models such as VGG, ResNet, DenseNet, and basic CNNs used in previous
research, EfficientNetV2-B1 offers a scalable and parameter-efficient architecture that
enables deeper and accelerated learning. Larger models such as VGG16 and others may
theoretically offer advantages in capturing long-range dependencies, but they are more
computationally intensive, making them unsuitable for deployment on devices with limited
resources. Kumar (2024) utilised a Parallel Vision Transformer (PViT) on the same 140k
dataset, achieving 91.92% accuracy. The new approach achieved an accuracy of 98.76%,
demonstrating that a well-tuned, lightweight CNN can outperform heavy transformer
architectures on such a binary classification task while maintaining a lower computational
footprint. The proposed model surpasses the performance of all previously recorded models,
and it also displays high precision, recall, and F1-score, making it a highly practical and
state-of-the-art solution for identifying deepfakes.

To further contextualise the performance of the proposed EfficientNetV2-B1 approach, an
extended cross-dataset architectural comparison was conducted against recent state-of-the-art
models, including Vision Transformers (ViTs) and the DeFakeNet architecture proposed by
Samal et al. (2025). While direct 1:1 benchmarking requires identical datasets, cross-dataset
evaluation provides critical insights into architectural scalability, parameter efficiency, and
data dependency. For instance, heavy architectures like ResNetS0V2 (25.66M parameters)
and ViT-B/16 (~86M parameters) achieved 91.95% and 88.70% test accuracies, respectively,
on a highly curated 10K split of the RVF10K dataset (Kunichetty, 2023). Furthermore,
an older generation EfficientNetBO baseline yielded only 80.30% on the same data.
In contrast, the proposed EfficientNetV2-B1 model limits the computational burden to
approximately 8.2M parameters yet successfully scales to the extensive 140k dataset to
achieve 98.76% accuracy. This comparison underscores that the proposed lightweight
architecture, paired with a specialised training methodology, possesses superior feature
extraction capabilities when deployed across larger, more diverse datasets.

GRAD-CAM Visualisation for Deepfake Detection

This study incorporates Explainable Al (XAI) via Gradient-weighted Class Activation
Mapping (Grad-CAM) to improve the interpretability and transparency of classification
decisions. This entails resizing the image to a target dimension of 150x150 pixels, scaling
pixel values to the range [0, 1], and appending a batch dimension to ensure compatibility
with the model's input format.

As shown in Figure 11, a grad model is generated, accompanied by a side-by-
side comparison of the original image (left) and its corresponding Grad-CAM overlay.
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This XAl approach facilitates not only the visual verification of the model's key areas
during prediction but also enhances the reliability of the deep learning system in real-world
applications (Li et al., 2020).

Figure 11. Test image prediction: Original image (Left) - Actual image label - Fake, Grad-CAM visualisation
(Right) - Prediction - Fake (63.17%)

Ethical Considerations and Societal Impact

As deepfake technology advances, ethical concerns relating to dataset privacy, potential
misuse of the technology, and algorithmic bias have become paramount. The dataset
by Tunguz (2019) primarily consists of public figures or consented human faces
from the web. While commonly used for research, bias in such datasets is observed,
which makes the trained model difficult to generalise to unseen manipulated images.
Future work must prioritise diverse, consented datasets to ensure equitable detection
performance across all racial and gender groups. Evidence indicates the proposed
EfficientNet model shows high potential in securing social safety by detecting forgeries,
but there is also a dual-use risk where understanding detection boundaries could help
adversaries generate better deepfakes. To mitigate this, the research advocates for
responsible Al practices, ensuring that such tools are deployed by verified entities
(e.g., social platforms, govt. cyber security bodies) rather than being open-sourced without
guardrails.

CONCLUSION

In conclusion, the primary contribution of this research is the development of a highly
optimised, lightweight deep learning architecture for deepfake image classification, achieved
by integrating a customised classification head onto an EfficientNetV2-B1 backbone.
The major findings validate the efficacy of this approach, with the model achieving an
exceptional test accuracy of 98.76% and a precision of 99.28% on the extensive 140k
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benchmark dataset, demonstrating robust discriminative capabilities between real human
faces and Al-generated fake images. The critical practical significance of this work lies in its
architectural efficiency; utilising approximately 8.2M parameters and requiring fewer than
1.0 GFLOPs, the proposed model drastically reduces computational overhead compared
to massive deep residual networks and heavy transformer architectures. This structural
efficiency makes the model exceptionally well-suited for real-time deployment in resource-
constrained environments, mobile edge computing, and live social media filtering pipelines.
While the current methodology establishes a strong baseline on a highly curated dataset,
future research trajectories will prioritise extensive cross-dataset validation on uncurated,
in-the-wild video frames, such as the Celeb-DF dataset. Furthermore, the integration of
lightweight spatiotemporal attention mechanisms will be explored to continuously fortify
digital identity authentication against increasingly sophisticated generative manipulations.
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